
OUR GROUP 
 
What is "Europe vs. Facebook"?  
Max Schrems: We are just a group of students from Vienna. I was studying in California and wrote a 
paper on privacy and Facebook while I was in the US. The result of my paper was that Facebook is 
simply ignoring European laws. After I came back to Europe I agreed with a couple of friends that we 
should send my findings to the authority in Ireland since they are responsible for Facebook outside of 
the US and Canada. We do not aim for any financial or other personal gain. We just want to be able to 
use Facebook without having to worry about privacy. 
 
How did it all start?  
Max Schrems: I was studying in the US and met with guys from Facebook in law school. Their 
understanding of European privacy law was very different from what Europeans understood under our 
law. Max was then writing a paper about it and the finding was that all Facebook users outside of the 
US and Canada have a contract with Facebook Ireland, so Irish and European privacy laws apply. Of 
course Facebook did not stick to them. So the next step was to file complaints with the Irish 
Authorities. We also got a copy of our user data. My data package was a PDF with 1.222 pages. This 
included a lot of deleted data (e.g. messages, wall posts, friends, pokes, former names, e-mail 
addresses) 
 
What's the main aim of europe-v-facebook.org?  
Max Schrems: In short: 1. Transparency: After studying the privacy policy of Facebook for months I 
can still not tell you what they do with my data AND  
2. User Control: It is our data that we put on Facebook so we should have the right to do whatever we 
want with it. 
 
How many people are part of you group?  
Max Schrems: We are about 10 people that are involved to different extents. 
 
Where are you guys based?  
Max Schrems: We are all based in Vienna, Austria. Most of us study at the University of Vienna 
 
Max, can you tell us something about your interest in privacy and your personal background? 
Max Schrems: I am interested in privacy because I think if we are not regulating it today we will live in 
a world where nothing is private anymore in 10 years. After 9/11 we have given up a lot of privacy 
against the state and private enterprises.   
Now the whole data mining industry is coming from the US and simply ignoring European law. We 
have to do something about it now, otherwise we soon live in a science fiction world where Facebook, 
Google, Apple and others know more about me than I do myself. This is also an issue of fair 
competition because European companies have to stick to all these laws.  
I am studying law at the University of Vienna. I should be done with it next summer… I am 24. 
 
What are you next steps? 
Max Schrems: We are currently waiting for the findings of the Irish Commission. We got a lot of media 
and personal response. We are trying to limit the work that goes into the media and try to focus more 
on the legal aspects of the case. 
 

 
ACCESS REQUESTS 

 
How did you get your data form Facebook? 
Max Schrems: I filled out the online form and had to insist on getting a copy. After a couple of e-mails 
we got a CD each from California. There was a simple PDF file on them that had up to 1.200 pages. 
After massive media coverage in Germany Facebook got thousands of requests, we do not think that 
this is very smart or good, but in the end every user hast this right and may execute it. 
  
Has any user the same right, to get this information? 
Max Schrems: Yes, everyone outside of the US and Canada has this right to access. All users outside 
of the US and Canada have a contract with Facebook Ireland Ltd. and Irish laws provide for that right. 
To our knowledge there is no such right within the US, but we heard that Facebook might grant the 
right to access to Canadian and US citizens as well. 
  



Why should users make access requests? 

Max Schrems: Since Facebook is not very transparent it is great to get an idea of the exact information 

they are storing about oneself. Many people think this is just because I was using Facebook in an 

excessive way but in fact a lot of the information is not generated by me but by my friends or by 

Facebook. Facebook is e.g. tracking your hardware, keeping deleted friends or calculate your last 

location. That is information you never see on facebook.com. 

 
What surprised you when you went through the data? 
Max Schrems: There was a lot of deleted data. Facebook is e.g. holding a list of “removed friends” or it 
is keeping all deleted messages or some deleted wall posts. Some of the messages included very 
sensitive information. I think it is a scandal that they tell the users that they can easily remove all 
content if they wish to do so, but in fact they are still keeping it. To my understanding they are simply 
fooling the users. 
 
Did you get all information form Facebook? 
Max Schrems: No, and Facebook is now blocking all our further requests for data saying that our 
personal data is either too hard to send, their intellectual property or their trade secret. This is true e.g. 
for the face recognition data. Some Austrian news summed it up in "our faces are now there 
property?" 
  
 

FACEBOOK AND US 
 
Have you been directly contacted by Facebook? 
Max Schrems: We are in direct contact, but so far we are only talking about administrative issues of 
our complaints. Facebook is reacting rather fairly and is not threatening us, but I guess they know that 
we are not here to negotiate with them either. After they asked us to talk, we invited them on a coffee 
in Vienna; we are still waiting for someone to come. 
 
Are you still on Facebook? 

Max Schrems: Yes we are. I think we have to improve social media and not simply ignore it. If we 

would have just one or two companies that provide e-mail, but that are misusing the data the solution 

cannot be writing letters but pushing them to stick to the law. We want to improve Facebook. We like 

social media but we don’t want this giant to misuse the system to gain tremendous amounts of our 

personal data. 

The other thing is: If they are making their business in other countries they have to respect the laws 

there. If Facebook comes to Europe they should have to stick to the laws just like all European 

companies in the US have to play by their rules.  

Do you seriously think you have any chance against Facebook?  

How much funding do you have? Did you hire a specialist on Irish privacy law? 

Max Schrems: We are not directly suing Facebook. We filed complaints at the DPC. They are now 

investigating Facebook. In this case the DPC is like the public prosecutor. We just “activated” it so we 

do not face any financial or legal risks similar to a normal trail at court. Max has been involved in 

European privacy law for a couple of years now. Since national laws are all based on the European 

directive it was rather easy to file complaints in Ireland without an attorney. In fact most attorneys have 

never even read the data protection acts, so you are better off with a student that has some 

experience in the field. 

 

  



OTHER QUESTIONS 

How users can protect themselves? 
Max Schrems: Right now we are hoping for the Irish Data Protection Commission to protect users. We 
have to acknowledge that privacy control is clearly a public interest that has to be enforced by the 
authorities. Privacy is somewhat like building codes: Everyone expects that a building is safe, but we 
do not expect every visitor to check on every building before entering it. Every visitor of a webpage 
has a similar expectation that the provider is sticking to the (European) laws. 
The only thing a user can currently do is disabling "platform", because it allows all friends to export 
your data to some other company and only share with "Friends". I would also think before I post and 
often times a nice get-together with friends is the best answer to this over-digitalized forms of 
friendships. 
 
Can you ask Facebook to delete some personal information from their servers? 
Max Schrems: We filed a couple of complaints that are targeting these questions. We will see how the 
Irish DPC is going to decide about it. There was an interview with the Irish DPC where they say if 
“removed” content is not “deleted” this is against the law. So we are rather certain that we will win this 
battle. 
   
Do you think that something similar would be need about newcomers like Google+? 
Max Schrems: We have not really looked into Google+. But the Facebook-case will sure put pressure 
on them as well. Most other US companies do not have a headquarter in Europe that European users 
have a contract with so it might be much harder to take the same steps against e.g. Google. I 
personally think Google+ is even more threatening than Facebook because they can connect the 
social media data with data from searches, advertisements, YouTube and all the other Google-
Services. 
  
What is going to be the follow steps of Facebook in matter of privacy? 
Max Schrems: The Irish Data Protection Commission will „audit“ Facebook soon. That means they will 
really go through their headquarter in Dublin. We are also expecting the answers to our 22 complaints 
soon. The first results should be seen by the beginning of next year. We do expect that Facebook will 
have to undertake massive changes in order to comply with the (strict) European laws. I do not think 
that Facebook will take measures if they are not forced to do so. Right now they are misusing users 
data further by introducing “timeline”. 
 
What are the biggest problems in the way Facebook collects and maintains the user data? 
Max Schrems: There is too little transparency. I was studying there terms for months now and I can 
still not tell you what they are doing with my data - it's all very vague and unclear. What I think is very 
problematic is also that we got a lot of data that we previously removed in our data sets that Facebook 
has not deleted. 
 
 
How are the privacy laws different in Europe than in the US? 
Max Schrems: There is a European "directive" and all national laws follow this EU-directive. We do 
have a general privacy law, while in the US there are just fragmented for health data or credit data. In 
the US there is a huge lobby against privacy laws and the US companies (e.g. Facebook) are now 
starting to lobby Europe as well. 
 
Facebook retains data even after the user logout. What do you think about that? 
Max Schrems: I think it's clearly illegal. We filed a complaint against this practice. 


